Typy a kódy chyb knihoven ICAVerifyClient a ICAVerifyZEPClient
Následující dokument obsahuje číselník chyb vracených knihovnami ICAVerifyClient a ICAVerifyZEPClient.

 Chybové kódy ICAVerifyClient a ICAVerifyZEPClient se vždy skládají ze dvou částí: 

· hodnota Facility, která určuje knihovnu ve které chyba nastala

· číslo chyby z příslušné knihovny

Obsah

21.
ICACrypt2


52.
ICATsp2


63.
ICAOcsp2


74.
ICAPades2


85.
ICAPDFCore


96.
ICACryptXml


137.
ICACryptXmlZEP


138.
ICAAsic


149.
ICAVerifyClient


1410.
ICAVerifyClient.NET


1511.
ICAVerifyZEPClient




1. ICACrypt2

Verze knihovny: 2.24.7.0
	ICACrypt2

	Název
	Kód
	Popis

	genericError
	100
	An unspecified error.

	internalError
	101
	An internal error.

	badParameter
	102
	Bad parameter value.

	outOfBounds
	103
	Out of bounds.

	outOfMemory
	104
	Out of memory.

	signerCertNotSet
	105
	Signer's certificate is not set.

	noSignerPrivKey
	106
	Cannot use the signer's certificate private key.

	readPrivKeyError
	107
	Unable to read private key.

	encodeAsn1Error
	108
	ASN.1 encoding error.

	decodeAsn1Error
	109
	ASN.1 decoding error.

	encodeBase64Error
	110
	Base64 encoding error.

	decodeBase64Error
	111
	Base64 decoding error.

	decodePKCS12Error
	112
	PKCS12 decoding error.

	algNotSupported
	113
	Algorithm not supported.

	invalidMsgFormat
	114
	Invalid message format.

	noMsgPresent
	115
	No message is present.

	hashGenerationError
	116
	Hash generation error.

	certChainError
	117
	Certificate chain verification error.

	certNotTimeValid
	118
	Certificate or one of the certificates in the certificate chain is not time valid.

	certNotValidSignature
	119
	Certificate or one of the certificates in the certificate chain does not have a valid signature.

	addSignerError
	120
	Add signer error.

	noContentPresent
	121
	No content is present.

	invalidSignature
	122
	Invalid signature.

	noAttrSigningTime
	123
	The signature attribute signing time not found.

	moreAttrSigningTime
	124
	The signature attribute signing time occurs more than once.

	signingError
	125
	Signing error.

	noSmartCardReader
	126
	Cannot find a smart card reader.

	noSmartCard
	127
	The smart card is not inserted.

	userAborted
	128
	User action aborted.

	pinBlocked
	129
	The card cannot be accessed because the maximum number of PIN entry attempts has been reached.

	wrongPin
	130
	The card cannot be accessed because the wrong PIN was presented.

	invalidPasswordChars
	131
	Password contains invalid characters.

	incorrectPassword
	132
	Incorrect password.

	parsePKCS12Error
	133
	PKCS12 parsing error.

	noAttrSigningCert
	134
	The signature attribute signing certificate not found.

	moreAttrSigningCert
	135
	The signature attribute signing certificate occurs more than once.

	hashValueNotCorrect
	136
	The hash value is not correct.

	addAttrError
	137
	Add signature attribute error.

	noSignerPresent
	138
	No signer was present.

	signerCertNotFound
	139
	Signer's certificate not found.

	verifySignatureError
	140
	Signature verification error.

	noAttrContentType
	141
	The signature attribute content type not found.

	moreAttrContentType
	142
	The signature attribute content type occurs more than once.

	invalidContentType
	143
	Corresponding signature attribute does not match the content type.

	invalidSigningCert
	144
	Corresponding signature attribute does not match the signing certificate.

	certNotValidForUsage
	145
	Certificate or certificate chain is not valid for its proposed usage.

	certChainPartial
	146
	The certificate chain is not complete.

	certRevocationStatusUnknown
	147
	The revocation status of the certificate or one of the certificates in the certificate chain is unknown.

	certUntrustedRoot
	148
	Certificate or certificate chain is based on an untrusted root.

	certRevoked
	149
	Trust for this certificate or one of the certificates in the certificate chain has been revoked.

	certRejected
	150
	Certificate or one of the certificates in the certificate chain was rejected.

	certRevocationCautionPeriod
	151
	Applying a cautionary period for obtaining the revocation status of a certificate.

	invalidOperation
	152
	Method call is invalid for the object's current state.

	noSignaturePolicy
	153
	There is no sign policy.

	noAttrSignaturePolicy
	154
	The signature attribute sign policy identifier not found.

	moreAttrSignaturePolicy
	155
	The signature attribute sign policy identifier occurs more than once.

	noAttrATSHashIndex
	156
	The signature unsigned attribute ats-hash-index not found.

	moreAttrATSHashIndex
	157
	The signature unsigned attribute ats-hash-index occurs more than once.

	timeStampTimeInvalid
	158
	The timestamp's time is higher than verify time.

	atsHashIndexCertInvalid
	159
	ATSHashIndex value of certificate field does not match.

	atsHashIndexCrlInvalid
	160
	ATSHashIndex value of crl field does not match.

	atsHashIndexUnsignedAttrInvalid
	161
	ATSHashIndex value of unsigned attr field does not match.

	atsHashIndexHashAlgInvalid
	162
	ATSHashIndex hash algorithm is from hash algorithm in archive time stamp.

	noValidationProcess
	163
	No validation process found.

	certPOEAfterIssuerRevocation
	164
	Certificate POE is higher than certificate's issuer revocatiom time.

	noAttrMimeType
	165
	The signature attribute mime type not found.

	moreAttrMimeType
	166
	The signature attribute mime type occurs more than once.

	certPOENotFound
	167
	Certificate POE not found.

	signPolicyNotTimeValid
	168
	Signature policy is not time valid.

	signPolicySignTypeInvalid
	169
	Signature type invalid.

	signPolicyAttributeInvalid
	170
	Signature's attribute info mismatch.

	signPolicyCertChainInvalid
	171
	Signature's certificate chain info mismatch.

	signPolicyAlgorithmInvalid
	172
	Signature or certificate algorithm mismatch.

	signPolicyRuleNotSupported
	173
	Signature policy rule is not supported yet.

	signPolicyRevocationNotSupported
	174
	Signature policy revocation mode is no supported.

	signPolicyFormatInvalid
	175
	Signature policy format mismatch.

	signPolicyOIDMismatch
	176
	OID of signature policy in CMS is not equal to used verifier signature policy.

	notYetImplemented
	180
	Not yet implemented.

	
	
	

	crlConnectionFailed
	500
	Error while communicating with the CRL service.

	crlServiceUnavailable
	501
	CRL service unavailable.

	crlInvalidResponse
	502
	Invalid CRL service response.

	crlTimeOutExpired
	503
	CRL service communication timeout expired.

	crlNotTimeValid
	504
	CRL or one of the CRLs in the certificate chain is not time valid.

	crlNotValidSignature      
	505
	CRL or one of the CRLs in the certificate chain does not have a valid signature.

	
	
	

	signPolicyClientTimeout
	600
	Connection to get signature policy exceeded time out.

	signPolicyClientUserAbort
	601
	User aborted signature policy download.

	signPolicyClientConnectFail
	602
	SignaturePolicy download connect failed.

	signPolicyClientUnavailable
	603
	Signature policy unavailable for download.

	signPolicyClientResponseError
	604
	Error in response to signature policy download request.


2. ICATsp2
Verze knihovny: 1.4.10.4
	ICATsp2

	Název
	Kód
	Popis

	genericError
	100
	An unspecified error.

	internalError
	101
	An internal error.

	badParameter
	102 
	Bad parameter value.

	outOfBounds
	103
	Out of bounds.

	outOfMemory
	104
	Out of memory.

	connectionFailed
	105
	Error while communicating with the server.

	authCertNotSet
	106
	The server authentication certificate is not set.

	noTokenPresent
	107
	No token was present.

	hashNotCorrect
	108
	Hash is not correct.

	nonceNotCorrect
	109
	Nonce is not correct.

	policyNotCorrect
	110
	Policy is not correct.

	timeDifferenceOver
	111
	Time is not within five minutes of the system clock.

	algNotSupported
	112
	Algorithm not supported.

	encodeAsn1Error
	113
	ASN.1 encoding error.

	decodeAsn1Error
	114
	ASN.1 decoding error.

	readPrivKeyError
	115
	Unable to read private key.

	responseSizeMismatch
	116
	Response size mismatch.

	unexpectedResponse
	117
	Unexpected response from server.

	invalidResponseStatus
	118
	Invalid response status.

	invalidToken
	119
	The content of the encodedToken buffer is not recognized as a valid encoded timestamp token.

	noTsaCertPresent
	120
	No TSA certificate present.

	invalidSignature
	121
	Invalid signature.

	verifySignatureFailure
	122
	Signature verification error.

	initError
	123
	Initialization error.

	httpServiceUnavailable
	124
	HTTP(s) Service Unavailable - http status code 503

	httpUnauthorized
	125
	HTTP(s) Unauthorized - http status code 401

	httpUnexpectedStatusCode
	126
	HTTP(s) unexpected status code

	timeoutExpired
	127
	Communication timeout expired.

	encodeBase64Error
	128
	Base64 encoding error.

	decodeBase64Error
	129
	Base64 decoding error.

	decodePKCS12Error
	130
	PKCS12 decoding error.

	invalidPasswordChars
	131
	Password contains invalid characters.

	incorrectPassword
	132
	Incorrect password.

	parsePKCS12Error
	133
	PKCS12 parsing error.

	hashGenerationError
	134
	Hash generation error.

	certNotTimeValid
	135
	Certificate or one of the certificates in the certificate chain is not time valid.

	certNotValidSignature
	136
	Certificate or one of the certificates in the certificate chain does not have a valid signature.

	userAborted
	137
	User action aborted.

	hashSizeNotCorrect
	138
	The hash size is not correct.


3. ICAOcsp2
Verze knihovny: 1.5.10.3
	ICAOcsp2

	Název
	Kód
	Popis

	genericError
	100
	An unspecified error.

	internalError
	101
	An internal error.

	badParameter
	102 
	Bad parameter value.

	outOfBounds
	103
	Out of bounds.

	outOfMemory
	104
	Out of memory.

	connectionFailed
	105
	Error while communicating with the server.

	authCertNotSet
	106
	The server authentication certificate is not set.

	noResponsePresent
	107
	No response was present.

	nonceNotCorrect
	108
	Nonce is not correct.

	algNotSupported
	109
	Algorithm not supported.

	encodeAsn1Error
	110
	ASN.1 encoding error.

	decodeAsn1Error
	111
	ASN.1 decoding error.

	readPrivKeyError
	112
	Unable to read private key.

	responseSizeMismatch
	113
	Response size mismatch.

	unexpectedResponse
	114
	Unexpected response from server.

	invalidResponseStatus
	115
	Invalid response status.

	invalidResponse
	116
	Invalid response.

	invalidSignature
	117
	Invalid signature.

	verifyResponseFailed
	118
	Response verification error.

	initError
	119
	Initialization error.

	httpServiceUnavailable
	120
	HTTP(s) Service Unavailable - http status code 503

	httpUnauthorized
	121
	HTTP(s) Unauthorized - http status code 401

	httpUnexpectedStatusCode
	122
	HTTP(s) unexpected status code

	timeoutExpired
	123
	Communication timeout expired.

	encodeBase64Error
	124
	Base64 encoding error.

	decodeBase64Error
	125
	Base64 decoding error.

	decodePKCS12Error
	126
	PKCS12 decoding error.

	invalidPasswordChars
	127
	Password contains invalid characters.

	incorrectPassword
	128
	Incorrect password.

	parsePKCS12Error
	129
	PKCS12 parsing error.

	hashGenerationError
	130
	Hash generation error.

	certNotTimeValid
	131
	Certificate or one of the certificates in the certificate chain is not time valid.

	certNotValidSignature
	132
	Certificate or one of the certificates in the certificate chain does not have a valid signature.

	userAborted
	133
	User action aborted.

	createRequestError
	134
	Failed to create request.

	addRequestNonceError
	135
	Error while adding request nonce.

	issuerCertNotFound
	136
	Issuer certificate not found.

	parseResponseError
	137
	Unable to parse response.

	responseNotTimeValid
	138
	Response is not time valid.

	notYetImplemented
	139
	Not yet implemented.


4. ICAPades2
Verze knihovny: 2.5.20.0
	ICAPades2

	Název
	Kód
	Popis

	badParam       
	100
	Neplatná hodnota parametru.

	signError       
	101
	Chyba při podpisu.

	notEnoughSpaceAllocated    
	102
	Nebyl alokován dostatečně velký prostor pro podpis.

	noSignatureFound     
	103
	Nebyl nalezen žádný podpis.

	notSupported      
	104
	Typ podpisu není podporován.

	notYetImplemented     
	105
	Zatím nenaimplementováno.

	alreadyTimestamped     
	106
	Podpis už obsahuje časové razítko.

	invalidSignature     
	107
	Selhání podpisu.

	licenseXMLParsing     
	108
	Chyba při parsování XML souboru s licencí.

	licenseXMLStructure     
	109
	Špatná struktura XML souboru s licencí.

	licenseFileSignature    
	110
	Špatný podpis souboru s licencí.

	licenseBadProductID     
	111
	Žádné vyhovující product ID.

	licenseBadProductSignature   
	112
	Špatný podpis produktu.

	licenseBase64DecryptFailed   
	113
	Chyba při dekódování base64.

	licenseAESDecryptFailed    
	114
	Chyba při dešifrování AES.

	licenseVersionRestrictionFailed  
	115
	Pravidlo VersionRestriction selhalo.

	licenseTimeRestrictionFailed  
	116
	Pravidlo TimeRestriction selhalo.

	licenseUrlRestrictionsFailed  
	117
	Pravidlo URLRestrictions selhalo.

	licenseCertBasedFailed    
	118
	Pravidlo CertBased selhalo.

	licenseProductSpecificRuleMissing 
	119
	Licenční soubor neobsahuje pravidlo ProductSpecific.

	licensePadesRuleFailed 
	120
	ProductSpecific pravidlo pro PadesSigner má špatnou strukturu.

	uniLicError 
	121
	Blíže neurčená chyba knihovny UniLicVerify.

	errorOpeningFile 
	122
	Nepodařilo se načíst požadovaný soubor.

	encodeBase64Error 
	123
	Chyba enkódování Base 64.

	decodeBase64Error 
	124
	Chyba dekódování Base 64.

	licenseVerifyOpenSSLError
	125
	Chyba v OpenSSL při ověřování licence.

	signatureVerifyError
	126
	Podpis nebyl úspěšně ověřen.

	licenseVerifyLibraryLoad
	127
	Chyba při načtení licenční knihovny.

	signatureDoesNotCoverWholeRevision
	128
	Podpis nepokrývá celou revizi.

	signatureDoesNotCoverWholeDocument
	129
	Podpis nepokrývá celý dokument.

	initFailed 
	130
	Inicializace se nezdařila.

	unInitFailed 
	131
	Nastala chyba během deinicializace knihovny/vlákna.

	noMsgPresent
	132
	Nebyla nalezena podepisovaná zpráva. 

	noSignatureDictionaryPresent
	133
	Nebyla nalezena položka SignatureDictionary. 

	invalidSubFilterValue
	134
	Chybná hodnota v položce Subfilter. 

	noSignedCadesFound
	135
	Nebyla nalezena CMS struktura v podpisu. 

	noSignatureInfoFound
	136
	Nebyla nalezena položka SignatureInfo. 

	noValidationProcess
	137
	Nepodařilo se vytvořit validační proces. 

	unsupportedValidationProcess
	138
	Nepodporovaný proces ověření. 

	POENotFound
	139
	Pro specifikovaný objekt nebyla nalezena hodnota POE. 

	operationNotSupported
	140
	Operace není podporována.

	invalidOperation
	141
	Operace nemůže být za daného stavu provedena.


5. ICAPDFCore
Verze knihovny: 3.9.0.0
	ICAPDFCore

	Název
	Kód


	errNotSupportedYet
	1

	errBadPdfFormat
	2

	errUnknownOrUnexpectedValueSubmitted
	3

	errBadOpenCloseUsage
	4

	errPdfFileNotFound
	5

	errInternalError
	6

	errNoFileLoaded
	7

	errPdfStreamAlreadyPreclosed
	8

	errPdfManipulationError
	9

	errPageNumberOutOfBounds
	10

	errInsertedContentsSizeOutOfBounds
	11

	errNothingToWrite
	12

	errPdfIsEncrypted
	13

	errIncorrectPrerequisites
	14

	errHashGenerationError
	15

	errAlgNotSupported
	16

	errEncryptDecryptError
	17


6. ICACryptXml
Verze knihovny: 1.4.38.9

	ICACryptXml

	Název
	Kód
	Popis

	genericError          
	100 
	An unspecified error.

	internalError          
	101 
	An internal error.

	badParameter          
	102  
	Bad parameter value.

	outOfBounds           
	103 
	Out of bounds.

	outOfMemory           
	104 
	Out of memory.

	certNotSet           
	105 
	Signer's certificate is not set.

	noSignerPrivKey         
	106 
	Cannot use the signer's private key.

	readPrivKeyError        
	107 
	Unable to read private key.

	encodeAsn1Error         
	108 
	ASN.1 encoding error.

	decodeAsn1Error         
	109 
	ASN.1 decoding error.

	encodeBase64Error        
	110 
	Base64 encoding error.

	decodeBase64Error        
	111 
	Base64 decoding error.

	decodePKCS12Error        
	112 
	PKCS12 decoding error.

	algNotSupported         
	113 
	Algorithm not supported.

	invalidMsgFormat        
	114 
	Invalid message format.

	noMsgPresent          
	115 
	No message is present.

	hashGenerationError       
	116 
	Hash generation error.

	certChainError         
	117 
	Certificate chain verification error.

	certNotTimeValid        
	118 
	Certificate or one of the certificates in the certificate chain is not time valid.

	certNotValidSignature      
	119 
	Certificate or one of the certificates in the certificate chain does not have a valid signature.

	addSignerError         
	120 
	Add signer error.

	noContentPresent        
	121 
	No content is present.

	invalidSignature        
	122 
	Invalid signature.

	noAttrSigningTime        
	123 
	The signature attribute signing time not found.

	moreAttrSigningTime       
	124 
	The signature attribute signing time occurs more than once.

	signingError          
	125 
	Signing error.

	noSmartCardReader        
	126 
	Cannot find a smart card reader.

	noSmartCard           
	127 
	The smart card is not inserted.

	userAborted           
	128 
	User action aborted.

	pinBlocked           
	129 
	The card cannot be accessed because the maximum number of PIN entry attempts has been reached.

	wrongPin            
	130 
	The card cannot be accessed because the wrong PIN was presented.

	invalidPasswordChars      
	131 
	Password contains invalid characters.

	incorrectPassword        
	132 
	Incorrect password.

	parsePKCS12Error        
	133 
	PKCS12 parsing error.

	noAttrSigningCert        
	134 
	The signature attribute signing certificate not found.

	moreAttrSigningCert       
	135 
	The signature attribute signing certificate occurs more than once.

	hashValueNotCorrect       
	136 
	The hash value is not correct.

	addAttrError          
	137 
	Add signature attribute error.

	noSignerPresent         
	138 
	No signer was present.

	signerCertNotFound       
	139 
	Signer's certificate not found.

	verifySignatureError      
	140 
	Signature verification error.

	noAttrContentType        
	141 
	The signature attribute content type not found.

	moreAttrContentType       
	142 
	The signature attribute content type occurs more than once.

	invalidContentType       
	143 
	Corresponding signature attribute does not match the content type.

	invalidSigningCert       
	144 
	Corresponding signature attribute does not match the signing certificate.

	certNotValidForUsage      
	145  
	Certificate or certificate chain is not valid for its proposed usage.

	certChainPartial        
	146  
	The certificate chain is not complete.

	certRevocationStatusUnknown   
	147  
	The revocation status of the certificate or one of the certificates in the certificate chain is unknown.

	certUntrustedRoot        
	148 
	Certificate or certificate chain is based on an untrusted root.

	certRevoked           
	149 
	Trust for this certificate or one of the certificates in the certificate chain has been revoked.

	certRejected          
	150  
	Certificate or one of the certificates in the certificate chain was rejected.

	certRevocationCautionPeriod   
	151 
	Applying a cautionary period for obtaining the revocation status of a certificate.

	invalidOperation        
	152 
	A method call is invalid for the object's current state.

	noSignaturePolicy        
	153 
	There is no sign policy.

	noAttrSignaturePolicy      
	154 
	The signature attribute sign policy identifier not found.

	moreAttrSignaturePolicy     
	155 
	The signature attribute sign policy identifier occurs more than once.

	initFailed           
	190  
	Initialization failed.

	uninitFailed          
	191  
	Uninitialization failed.

	noValidationProcess
	192
	Failed to create verification process.

	noSignatureFound
	193
	No signature found.

	xmlParseError                  
	200 
	Error parsing XML document.

	xmlCreateSignatureTmplFailed          
	201  
	Nepodařilo se vytvořit SignatureTmpl.

	xmlCreateSignatureCtxFailed           
	202 
	Nepodařilo se vytvořit SignatureCtx.

	xmlAddElementFailed               
	203  
	Nepodařilo se vložit element Signature.

	xmlElemIdMissing                
	205  
	Nebylo nastaveno ID pro element SignatureProperties, povinné v XadesZEP.

	xmlCreateNewNamespaceFailed           
	207  
	Nepovedlo se definovat namespace v požadovaném elementu.

	xmlSigningFailed                
	224 
	Selhalo podepisování připraveného xmlSecDsigCtx.

	xmlCertificateDigestCreationFailed       
	229  
	Nebyl úspěšně vytvořen hash certifikátu do SigningCertificate.

	xmlElementMissing                
	231  
	Chybí povinný element.

	xmlCanonizationMethodAlgoritmMissing      
	242  
	Nebyl nastaven algoritmus pro kanonizaci.

	xmlSignatureElemPrefixMissing          
	243  
	Nebyl nastaven prefix elementu Signature, v ZEP je povinně "ds".

	xmlSignatureVersionZEPMissing          
	244  
	Nebyla nastavene verze podpisu ZEP v SignatureVersion elementu.

	xmlWrongCanonicalizationMethod         
	259  
	Špatná kanonizační metoda.

	xmlRootElementMissing              
	260  
	Chybí kořenový element, špatná struktura souboru.

	xmlWrongKeyInfoContent             
	264  
	Špatně nastavený obsah KeyInfo.

	xmlWrongIncludeOptionCert            
	265  
	Špatně nastavené vkládané certifikáty (pravděpodobně vyžaduje celý řetězec).

	xmlWrongSignatureMethod             
	266  
	Špatně nastavená metoda podepisování.

	xmlWrongSignatureElemStructure         
	272  
	Nesprávná struktura elementu Signature.

	xmlNotSchemaValid                
	273  
	Struktura elementu neodpovídá schématu.

	xmlWrongSignatureProfile            
	274  
	Nesprávný podpisový profil.

	xmlInvalidDateTime               
	276  
	Řetězec nereprezentuje validní datum/čas typu xsd:dateTime.

	xmlSigningTimeNotSet              
	277  
	Čas podpisu není nastaven.

	xmlRequiredAttributeMissing           
	278  
	Chybí povinný atribut v elementu.

	xmlProcessSignNodeInternalError         
	301 
	Interní chyba při zpracování ds:Signature elementu.

	xmlProcessObjectNodeFailed           
	305 
	Chyba při zpracování elementu Object.

	xmlProcessSignedInfoNodeFailed         
	306 
	Chyba při zpracování elementu SignedInfo, můžou být špatně nastavené reference.

	xmlProcessKeyInfoNodeFailed           
	307 
	Chyba při zpracování elementu KeyInfo.

	xmlProcessReferencesNodesFailed         
	308 
	Chyba při zpracování odkazů na podepisovaná data.

	xmlSignatureCalculationFailed          
	310 
	Chyba při výpočtu podpisu.

	xmlWrongSignatureValue             
	312 
	Neodpovídající hodnota podpisu.

	xmlRequiredElementMissing            
	313 
	Required element is missing.

	xmlInternalError                
	314 
	Internal error.

	xmlUnknownElement                
	315 
	Unknown element.

	xmlUnspecifiedVerificationFailure        
	316 
	Nespecifikovaná chyba při ověřování podpisu.

	xmlWrongStructure                
	317 
	Špatná struktura dokumentu.

	xmlWrongSigningCertificate           
	318 
	Podpisový certifikát neprošel validací.

	xmlSignaturePolicyIdentifierMissing       
	319 
	Chybí povinný element SignaturePolicyIdentifier.

	xmlWrongDataDigestValue             
	321 
	Neodpovídající hodnota otisku dat.

	xmlInvalidSignatureLevel            
	322 
	Úroveň podpisu je pro danou operaci neplatná.

	xmlOpenSslEvpSignFailed
	323  
	Podpisová operace s EVP klíčem se nezdařila.

	xmlQualifyingPropertiesTargetIDMismatch
	324
	Hodnota atributu TargetID v element xades:QualifyingProperties neodpoveda hodnote v atribute Id elementu ds:Signature.

	xmlDistinguishedNameMismatch
	325
	Hodnota polozky IssuerName, IssuerSerial alebo SubjectName sa nezhoduje s hodnotou uvedenou v certifikate.

	connectionFailed        
	405 
	Error while communicating with the server.

	authCertNotSet         
	406 
	The server authentication certificate is not set.

	noTokenPresent         
	407 
	No token was present.

	nonceNotCorrect         
	409 
	Nonce is not correct.

	policyNotCorrect        
	410 
	Policy is not correct.

	timeDifferenceOver       
	411 
	Time is not within five minutes of the system clock.

	responseSizeMismatch      
	416 
	Response size mismatch.

	unexpectedResponse       
	417 
	Unexpected response from server.

	invalidResponseStatus      
	418 
	Invalid response status.

	invalidToken          
	419 
	The content of the encodedToken buffer is not recognized as a valid encoded timestamp token.

	noTsaCertPresent        
	420 
	No TSA certificate present.

	verifySignatureFailure     
	422 
	Signature verification error.

	initError            
	423 
	Initialization error.

	httpServiceUnavailable     
	424 
	HTTP(s) Service Unavailable - http status code 503

	httpUnauthorized        
	425 
	HTTP(s) Unauthorized - http status code 401

	httpUnexpectedStatusCode    
	426 
	HTTP(s) unexpected status code

	timeoutExpired         
	427 
	Communication timeout expired.

	signPolicyAttributeInvalid   
	500 
	Signature's attribute info mistmatch.

	signPolicyDetachedInvalid    
	501 
	Signature info mistmatch.

	signPolicyRuleNotSupported   
	502 
	Signature policy rule is not supported yet.

	signPolicyCertChainInvalid   
	503 
	Signature's certificate chain info mistmatch.

	crlInvalidParameter       
	600 
	Invalid parameter.

	crlConnectionFailed       
	601 
	Error while communicating with the CRL service.

	crlInvalidResponse       
	602 
	Invalid CRL service response.

	crlServerFault         
	603 
	CRL service server fault.

	invalidSignedDataSummary    
	700 
	Error in SignedDataSummary structure.


7. ICACryptXmlZEP
Verze knihovny: 1.0.23.1
	ICACryptXmlZEP

	Název
	Kód
	Popis

	unknownZEPVersion
	800   
	

	failedRequirement
	801   
	Dokument nesplnuje normu

	requiredTargetMissing
	802   
	

	unsupportedElementFound
	803   
	

	notImplemented
	804   
	

	signPolicyFormatInvalid
	805   
	

	signPolicyNotTimeValid
	806   
	

	signPolicyAlgorithmInvalid
	807   
	

	noTrustedList
	808   
	

	signPolicyTLNotFound
	809   
	

	signPolicyOIDMismatch
	810
	

	wrongNsPrefix
	811
	

	referenceTypeTargetMismatch
	812
	


8. ICAAsic
Verze knihovny: 1.1.7.0
	ICAAsic

	Název
	Kód
	Popis

	badParam
	100 
	Neplatná hodnota parametru.

	internalError
	101
	An internal error.

	notImplemented
	102
	Operace není implementována.

	noSignatureFound
	103
	Nebyl nalezen žádný podpis.

	archiveOpenFailed
	104
	

	archiveNotOpened
	105
	

	archiveCompressionFailed
	107
	

	archiveDecompressionFailed
	108
	

	archiveNoFilesFound
	109
	

	invalidContainerStructure
	110
	Nekorektní struktura ASiC_S kontejneru

	unkownSignature
	111
	Neznámý/nepodporovaný typ podpisu

	initFailed
	112
	Inicializace se nezdařila.

	unInitFailed
	113
	Nastala chyba během deinicializace knihovny/vlákna


9. ICAVerifyClient

Verze knihovny: 1.5.4.0
	ICAVerifyClient

	Název
	Kód
	Popis

	badParam               
	100   
	Neplatná hodnota parametru.

	internalError            
	101   
	An internal error.

	encodeBase64Error          
	102   
	Chyba enkódování Base 64.

	decodeBase64Error          
	103   
	Chyba dekódování Base 64.

	noSignatureFound           
	104   
	Nebyl nalezen žádný podpis.

	invalidHashAlgorithm
	105   
	Neplatný hashovací algoritmus.

	openSSLError             
	106   
	Chyba v OpenSSL.

	scidComputationFailed
	107   
	Chyba při výpočtu SCID.

	notImplemented            
	108   
	Operace není implementována.

	unsupportedSignatureType
	109   
	Nepodporovaný typ podpisu.

	parseProtocolError
	110
	Chyba při parsování protokolu

	forbiddenModificationDetected
	111
	Byly detekovány nepovolené změny

	loadCaCertFailed
	121
	Nepodarilo se nacist cacert.crt


10. ICAVerifyClient.NET
Verze knihovny: 1.5.0
	ICAVerifyClientNET

	Název
	Kód
	Popis

	badParam
	100
	Neplatná hodnota parametru.

	internalError
	101
	An internal error.

	noSignatureFound
	102
	Nebyl nalezen žádný podpis.

	unsupportedSignatureType
	103
	Nepodporovaný typ podpisu.

	noConfigFileFound
	104
	Konfigurační soubor nenalezen.

	invalidConfigFile
	105
	Nevalidní konfigurační soubor.

	badEndpointParam
	106
	Neznámé nebo nepodporované parametry pro připojení k web. službě.

	webServiceException
	107
	Web. služba vrátila výjimku.

	ivalidSignatureProtocol
	108
	Neplatný podpis verifikačního protokolu.


11. ICAVerifyZEPClient
Verze knihovny: 1.2.7.0
	ICAVerifyZEPClient

	Název
	Kód
	Popis

	noError
	0
	Operace proběhla korektně.

	badParam
	100 
	Neplatná hodnota parametru.

	internalError
	101
	An internal error.

	encodeBase64Error
	102
	Chyba enkódování Base 64.

	decodeBase64Error
	103
	Chyba dekódování Base 64.

	noSignatureFound
	104
	Nebyl nalezen žádný podpis.

	invalidHashAlgorithm
	105
	Neplatný hashovací algoritmus.

	openSSLError
	106
	Chyba v OpenSSL.

	scidComputationFailed
	107
	Chyba při výpočtu SCID.

	notImplemented
	108
	Operace není implementována.

	unsupportedSignatureType
	109
	Nepodporovaný typ podpisu.

	archiveOpenFailed
	110
	

	archiveNotOpened
	111
	

	archiveFoundDuplicate
	112
	

	archiveNoDocumentFound
	113
	

	archiveNoPolicyFound
	114
	

	archiveCompressionFailed
	115
	

	archiveDecompressionFailed
	116
	

	mimeLoadError
	117
	

	mimeDecodeError
	118
	

	modifiedArchiveError
	119
	

	parseProtocolError
	120
	

	loadCaCertFailed
	121
	Nepodarilo se nacist cacert.crt

	referenceIdCollision
	122
	Dve reference se stejnym Id a jinym obsahem


